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\ infoEP

INTERNAL NETWORK PERIMETER PROTECTION

infoEP is an important addition to infoGuard that effectively protects the corporate network 'from the inside.’
The service is deployed by installing specialized software on employee work computers and mobile devices.

Workstations are often the target of various cyberattacks. Research shows that 30% of all attacks on

\ corporate networks are carried out through the successful infection of endpoints with malicious
software. Typically, these attacks succeed not only because of neglecting basic information security
rules and the general lack of employee awareness but also due to the widespread practice of using
office computers, laptops, and mobile devices for both work and personal purposes outside the
protected perimeter in public places or at home.

infoEP service significantly reduces the risk of infecting work computers and mobile devices with
malware by extending complete protection according to corporate security policies to all endpoints.
This includes application firewalls, antivirus/antispyware scanning, web filtering, vulnerability
scanning, and more.

In addition to tools that ensure safety in unprotected network environments, the service allows you to
restrict or completely block the use of removable storage devices, such as USB drives or external hard
drives, which may contain potentially dangerous files or software

The infoEP service offers:

* Integrating any device—local or remote, stationary or mobile—into a unified corporate
security system

» Safe use of computers and mobile devices outside the office

» Secure remote access to the corporate network

* 24x7%x365 support
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