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BE3IMNEKA BALLUNX BEB-PECYPCIB

Bennkum nonmt Ha Be6-gOOaTKM MPU3BIB A0 BUHWMKHEHHSA BEJIMKOI KIiNIbKOCTI Creuiani3oBaHMX KOMMaHIM Ta
NPWBATHUX PO3POOHMKIB, AKi 3aMMatOTbCA CTBOPEHHSAM MPOorpam 3 PisHOMaHITHUMKN YHKLIOHaNbHUMU MOXITUBO-
cTaMu. [MpoTe, y CBOEMY MpParHeHHi 3a40BOJIbHUTU MOTPebU pUHKY, BaraTo 3 HUX 3BepTatoTb HEAOCTATHLO yBarm
UM MPOCTO HEXTYIOTb acnekTaMmn 6e3neKku, Lo NPr3BOaAUTb OO MOSBU CEPMO3HKMX BPA3NMBOCTEN Yy AodaTkax Ta
CTBOPEHHIO 3arpo3 osis ix poboTn. CUTyauisa YCKIAOHIETbCS TUM, LLIO BPA3NMBUIM BEO-00OATOK MOXKE By TU NTerko
CKOMMPOMETOBaHWUM BMPAaBHMMK 3JTOBMUCHMKAaMM 6e3 BUKOPUCTAHHSA creLiasizoBaHMX iHCTPYMEHTIB, HaBiTb 3a
OOMOMOroLo 3BMYaNHOro Be6-6pay3epa.

CknapgHicTb 60poThbU 3 KibepaTakaMu Ha BeO-pecypcu NoNArac B TOMy, LLO BOHU, 9K NpaBuio, BiadyBaloTbCcsA
O[HOYACHO 3 CEeCiAMUN NEriTMMHMUX KOPUCTYBaUiB i, B OiNIbLLOCTI BMMNaOKiB, BUKOPUCTOBYIOTb CTaHOAPTHI NOPTW.
OcKiNnbkn BNOKYBaHHA BCbOro Tpadiky Ha PiBHI MOPTY Npu3Beae OO NMOBHOMO 3aKpPUTTA OOCTYMY YCiX KOPUCTY-
BauiB 0o BeO-000aTKIB, @ BUKOPUCTAHHA TPaauLiMHUX OpaHaMayepiB € ManoedekKTUBHUM yepe3 IX OOMexeHi
MOXJ/TMBOCTI po3ni3HaBaHHA Ta dinbTpauii HTTP-Tpadiky edhekTUBHNIN 3aXUCT BEG-PECYPCIB MOXIINBUN TiNIbKM
3aBOAKM BUKOPUCTAHHIO CreLuiaNibHOro nporpamMHoO-TeXHIYHOro 3abe3nedyeHHa - OpaHaMayepa Beb-gopaTkiB
(aHrn. Web Application Firewall abo WAF).

B pamkax nocnyru infoWAF, Infocom nponoHye npocTe Ta etheKTUBHE PilLeHHS A5 3aXUCTY BalluX Beb-goaaT-
KiB. BUKOpPWCTaHHSA HaLLOro MPOrpaMHO-TEXHIYHOrO KOMIMJIEKCY rapaHTY€E 3aXMUCT Bifl LUMPOKOrO CreKTPy 3arpos,
Takmx a9k SQL-iH'eKLji, KPOC-CaNTOBI CKPUNTU, NEPEXOneHHAa cecin Towo. KoMnnekc no3Bonse ehekKTUBHO
YCYHYTW HadaABHI BPA3/MBOCTI Ta, 9K pe3yNbTaT, 3abe3neunTy HadinHy Ta 6e3nepepBHY POOOTY YCixX BaLUMX
OHTaVH-NPOEKTIB.

Mocnyra infoWAF ue:

* EcheKTUBHUM 3aXUCT BalLMX BeO-pecypcCiB

* Be3nepepBHUM OOCTYN KIEHTIB A0 BaLLUWX IHTEPHET-MOCAYr

* ONTUMI3aLiga BalLMX BUTPAT Ha 3abe3neyeHHs 3aXMCTy 3aBOSKN BiACYTHOCTI
MnoTpedu KyrnyBaTM AOpOre cyydacHe ob6agHaHHA Ta NileHsii 4o Hboro

* EKOHOMIisA BaLLIOro Yacy Ta MOXJ/IMBICTb MOBHICTIO CKOHLIEHTPYBATUCh Ha BaLLMX CTPAaTEriuHnx
nsaHax Ta 3agadax

» 3any4yeHHs daxiBuiB Infocom 6e3 HeobXiAHOCTI Y A4OOAaTKOBOMY HaBYaHHI BNACHUX

* MOHITOPWHT | KOHTPO/Ib aTak Ta IHUMAOEHTIB 24X7x365
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